
958 

25 CFR Ch. III (4–1–08 Edition) § 542.17 

information technology supervisor. Ap-
provals to begin work on the program 
shall be documented; 

(ii) A written plan of implementation 
for new and modified programs shall be 
maintained, and shall include, at a 
minimum, the date the program is to 
be placed into service, the nature of 
the change, a description of procedures 
required in order to bring the new or 
modified program into service (conver-
sion or input of data, installation pro-
cedures, etc.), and an indication of who 
is to perform all such procedures; 

(iii) Testing of new and modified pro-
grams shall be performed and docu-
mented prior to implementation; and 

(iv) A record of the final program or 
program changes, including evidence of 
user acceptance, date in service, pro-
grammer, and reason for changes, shall 
be documented and maintained. 

(2) [Reserved] 
(d) Security logs. (1) If computer secu-

rity logs are generated by the system, 
they shall be reviewed by information 
technology supervisory personnel for 
evidence of: 

(i) Multiple attempts to log-on, or al-
ternatively, the system shall deny user 
access after three attempts to log-on; 

(ii) Unauthorized changes to live data 
files; and 

(iii) Any other unusual transactions. 
(2) This paragraph shall not apply to 

personal computers. 
(e) Remote dial-up. (1) If remote dial- 

up to any associated equipment is al-
lowed for software support, the gaming 
operation shall maintain an access log 
that includes: 

(i) Name of employee authorizing 
modem access; 

(ii) Name of authorized programmer 
or manufacturer representative; 

(iii) Reason for modem access; 
(iv) Description of work performed; 

and 
(v) Date, time, and duration of ac-

cess. 
(2) [Reserved] 
(f) Document storage. (1) Documents 

may be scanned or directly stored to an 
unalterable storage medium under the 
following conditions. 

(i) The storage medium shall contain 
the exact duplicate of the original doc-
ument. 

(ii) All documents stored on the stor-
age medium shall be maintained with a 
detailed index containing the gaming 
operation department and date. This 
index shall be available upon request 
by the Commission. 

(iii) Upon request and adequate no-
tice by the Commission, hardware (ter-
minal, printer, etc.) shall be made 
available in order to perform auditing 
procedures. 

(iv) Controls shall exist to ensure the 
accurate reproduction of records up to 
and including the printing of stored 
documents used for auditing purposes. 

(v) The storage medium shall be re-
tained for a minimum of five years. 

(2) [Reserved] 

[67 FR 43400, June 27, 2002, as amended at 71 
FR 27392, May 11, 2006] 

§ 542.17 What are the minimum inter-
nal control standards for com-
plimentary services or items? 

(a) Each Tribal gaming regulatory 
authority or gaming operation shall es-
tablish and the gaming operation shall 
comply with procedures for the author-
ization, issuance, and tracking of com-
plimentary services and items, includ-
ing cash and non-cash gifts. Such pro-
cedures must be approved by the Tribal 
gaming regulatory authority and shall 
include, but shall not be limited to, the 
procedures by which the gaming oper-
ation delegates to its employees the 
authority to approve the issuance of 
complimentary services and items, and 
the procedures by which conditions or 
limits, if any, which may apply to such 
authority are established and modified 
(including limits based on relation-
ships between the authorizer and re-
cipient), and shall further include ef-
fective provisions for audit purposes. 

(b) At least monthly, accounting, in-
formation technology, or audit per-
sonnel that cannot grant or receive 
complimentary privileges shall prepare 
reports that include the following in-
formation for all complimentary items 
and services equal to or exceeding $100 
or an amount established by the Tribal 
gaming regulatory authority, which 
shall not be greater than $100: 

(1) Name of customer who received 
the complimentary service or item; 

(2) Name(s) of authorized issuer of 
the complimentary service or item; 
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(3) The actual cash value of the com-
plimentary service or item; 

(4) The type of complimentary serv-
ice or item (i.e., food, beverage, etc.); 
and 

(5) Date the complimentary service 
or item was issued. 

(c) The internal audit or accounting 
departments shall review the reports 
required in paragraph (b) of this sec-
tion at least monthly. These reports 
shall be made available to the Tribe, 
Tribal gaming regulatory authority, 
audit committee, other entity des-
ignated by the Tribe, and the Commis-
sion upon request. 

[67 FR 43400, June 27, 2002, as amended at 70 
FR 47107, Aug. 12, 2005] 

§ 542.18 How does a gaming operation 
apply for a variance from the stand-
ards of the part? 

(a) Tribal gaming regulatory authority 
approval. (1) A Tribal gaming regu-
latory authority may approve a vari-
ance for a gaming operation if it has 
determined that the variance will 
achieve a level of control sufficient to 
accomplish the purpose of the standard 
it is to replace. 

(2) For each enumerated standard for 
which the Tribal gaming regulatory 
authority approves a variance, it shall 
submit to the Chairman of the NIGC, 
within thirty (30) days, a detailed re-
port, which shall include the following: 

(i) A detailed description of the vari-
ance; 

(ii) An explanation of how the vari-
ance achieves a level of control suffi-
cient to accomplish the purpose of the 
standard it is to replace; and 

(iii) Evidence that the Tribal gaming 
regulatory authority has approved the 
variance. 

(3) In the event that the Tribal gam-
ing regulatory authority or the Tribe 
chooses to submit a variance request 
directly to the Chairman, it may do so 
without the approval requirement set 
forth in paragraph (a)(2)(iii) of this sec-
tion and such request shall be deemed 
as having been approved by the Tribal 
gaming regulatory authority. 

(b) Review by the Chairman. (1) Fol-
lowing receipt of the variance ap-
proval, the Chairman or his or her des-
ignee shall have sixty (60) days to con-

cur with or object to the approval of 
the variance. 

(2) Any objection raised by the Chair-
man shall be in the form of a written 
explanation based upon the following 
criteria: 

(i) There is no valid explanation of 
why the gaming operation should have 
received a variance approval from the 
Tribal gaming regulatory authority on 
the enumerated standard; or 

(ii) The variance as approved by the 
Tribal gaming regulatory authority 
does not provide a level of control suf-
ficient to accomplish the purpose of 
the standard it is to replace. 

(3) If the Chairman fails to object in 
writing within sixty (60) days after the 
date of receipt of a complete submis-
sion, the variance shall be considered 
concurred with by the Chairman. 

(4) The 60-day deadline may be ex-
tended, provided such extension is mu-
tually agreed upon by the Tribal gam-
ing regulatory authority and the 
Chairman. 

(c) Curing Chairman’s objections. (1) 
Following an objection by the Chair-
man to the issuance of a variance, the 
Tribal gaming regulatory authority 
shall have the opportunity to cure any 
objections noted by the Chairman. 

(2) A Tribal gaming regulatory au-
thority may cure the objections raised 
by the Chairman by: 

(i) Rescinding its initial approval of 
the variance; or 

(ii) Rescinding its initial approval, 
revising the variance, approving it, and 
re-submitting it to the Chairman. 

(3) Upon any re-submission of a vari-
ance approval, the Chairman shall have 
thirty (30) days to concur with or ob-
ject to the re-submitted variance. 

(4) If the Chairman fails to object in 
writing within thirty (30) days after 
the date of receipt of the re-submitted 
variance, the re-submitted variance 
shall be considered concurred with by 
the Chairman. 

(5) The thirty (30) day deadline may 
be extended, provided such extension is 
mutually agreed upon by the Tribal 
gaming regulatory authority and the 
Chairman. 

(d) Appeals. (1) Upon receipt of objec-
tions to a re-submission of a variance, 
the Tribal gaming regulatory author-
ity shall be entitled to an appeal to the 
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